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Abstract Formation flight of multiple Unmanned Aerial Vehicles (UAVs) is expected to bring sig-

nificant benefits to a wide range of applications. Accurate and reliable relative position information

is a prerequisite to safely maintain a fairly close distance between UAVs and to achieve inner-system

collision avoidance. However, Global Navigation Satellite System (GNSS) measurements are vul-

nerable to erroneous signals in urban canyons, which could potentially lead to catastrophic conse-

quences. Accordingly, on the basis of performing relative positioning with double differenced

pseudoranges, this paper develops an integrity monitoring framework to improve navigation integ-

rity (a measure of reliability) in urban environments. On the one hand, this framework includes a

fault detection and exclusion scheme to protect against measurement faults. To accommodate

urban scenarios, spatial dependence in the faults are taken into consideration by this scheme. On

the other hand, relative protection level is rigorously derived to describe the probabilistic error

bound of the navigation output. This indicator can be used to evaluate collision risk and to warn

collision danger in real time. The proposed algorithms are validated by both simulations and flight

experiments. Simulation results quantitatively reveal the sensitivity of navigation performance to

receiver configurations and environmental conditions. And experimental results suggest high effi-

ciency and effectiveness of the new integrity monitoring framework.
� 2020 Chinese Society of Aeronautics and Astronautics. Production and hosting by Elsevier Ltd. This is

an open access article under the CCBY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Multiple Unmanned Aerial Vehicle (UAV) systems have

recently attracted tremendous interest due to their potential
benefits to a wide range of applications, e.g., surveillance,
search and rescue, transportation, cooperative target tracking,

remote sensing and commercial shows.1–3 Most of these appli-
cations require accurate and reliable relative inter-node navi-
gation information to achieve formation flight and inner-

system collision avoidance.4 This is because, firstly, close for-
mation flight imposes stringent requirements on relative navi-
gation performance.5 Secondly, collision avoidance becomes a
crucial ability for high-density air traffic involving multiple

UAVs.1,6,7

Regarding multi-UAV formation flight and collision avoid-
ance, prior studies have mostly focused on cooperative control,
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path planning, guidance, etc.,6,7 while assuming that the rela-
tive navigation information is reliable and its uncertainty is
properly characterized. As navigation information plays an

essential and fundamental role in the studies above, this paper
investigates the relative navigation system itself, with the
objective of improving its reliability and rigorously quantifying

its error bound in complex environmental conditions.
As the first choice to solve many navigation problems

today, Global Navigation Satellite System (GNSS) is usually

employed for relative positioning to support multi-UAV for-
mation flight. Taking Global Positioning System (GPS) or Bei-
dou as an example, a GNSS constellation is typically
comprised of sparsely-distributed navigation satellites orbiting

the Earth, which transmit ranging signals to users on the Earth
or in the space. With the upgrade of constellations and the
development of receiver technologies, future Dual-Frequency

Multi-Constellation (DFMC) GNSS will provide accurate
and continuous absolute and relative navigation services for
users with low-cost and lightweight equipment.

Employing multi-UAV systems in urban canyons brings
considerable benefits to the society, but it also raises great
challenges for the navigation system. This is due to the increas-

ing imbalance between the achievable navigation performance
and the associated requirements. For one thing, the relative
navigation system will encounter serious performance degra-
dation in urban environments due to signal blockage, heavy

multipath interference, Non-Line-of-Sight (NLOS) reception,
etc.8,9 For another, high relative navigation reliability is
desired to avoid the potentially catastrophic consequences of

inner-system collision, especially when the vehicles will fly over
the crowd. As a result, to ensure safe operations of multi-UAV
systems, special emphasis should be put on navigation integrity

which measures the trust that can be placed on the navigation
output.10,11 In addition, taking the highly dynamic motions
into consideration, the navigation output must be stable and

continuous in multi-UAV applications.
There have been various relative navigation algorithms pro-

posed, and they are typically realized by differencing position
estimates, pseudoranges or carriers. Even though differencing

two absolute position estimates is the most direct and simplest
approach, its corresponding navigation accuracy may be insuf-
ficient, especially in GNSS-challenging environments. Real-

Time Kinematic (RTK) can provide high-accuracy
(centimeter-level) relative navigation solutions through
exploiting double differenced carrier-phase observations,12

but its navigation integrity and continuity are two major issues
that hamper it from being used in multi-UAV systems. First,
determining the integer carrier-cycle ambiguities on-the-fly
heavily increases the algorithm complexity and makes it very

difficult to rigorously quantify integrity. Second, implementing
RTK with mass-market receivers usually generates unreliable
navigation output in urban canyons because carrier-phase

observations tend to be inaccurate, discontinuous, and even
unavailable in such conditions.13 In contrast, stable and con-
tinuous pseudoranges are easily available to the users with

low-cost receivers in challenging environments. Therefore,
from the perspective of integrity and continuity, pseudorange
based approach is preferred to other methods in urban

multi-UAV applications.
In this paper, relative navigation for multi-UAV systems is

implemented using double differenced pseudoranges. In nom-
inal conditions, this approach can provide high-accuracy
(submeter-level) relative navigation solutions through elimi-
nating most of the errors in the measurements. However, the

navigation system may occasionally generate Hazardous
Misleading Information (HMI) due to large measurement
errors caused by heavy multipath interference and NLOS

reception. Employing an integrity monitoring framework is
an effective approach to maintain reliable and continuous nav-
igation ability in fault scenarios.

Integrity monitoring of GNSS-based absolute navigation
systems in aviation applications has been exclusively studied
in the literature. For example, Receiver Autonomous Integrity
Monitoring (RAIM)14 and Advanced RAIM (ARAIM)15,16

are two representative schemes based on the consistency check
of redundant range measurements which were initially devel-
oped in this field. However, these approaches cannot be intro-

duced directly to the urban vehicular relative navigation
applications. First, due to the significant difference in naviga-
tion algorithms and operational environments, the error mod-

els and the threat modes established in aviation domain are no
longer valid for relative navigation systems in urban environ-
ments. In addition, the definition of a hazardous state in abso-

lute navigation context needs to be modified in order to
accommodate relative navigation scenarios where the collision
between vehicles is the major source of danger.

To the best knowledge of the authors, only few studies

have focused on integrity monitoring of relative navigation
systems in urban environments. Residual-based approaches
have been proposed to exclude the multipath/NLOS contam-

inated measurements,17,18 and the quality control method is
employed to mitigate the corrupting influence of faulted mea-
surements on the relative positioning performance.19 How-

ever, these approaches pay little attention to the evaluation
of Protection Level (PL) which is an essential parameter
involved in the concept of integrity. In a safety–critical appli-

cation, the availability of the navigation service is typically
evaluated by comparing the PL with the requirements.11 The
Relative RAIM (RRAIM) schemes developed by Lee et al.20

and Gratton et al.21 focused on integrity monitoring of abso-

lute positioning systems in aviation applications, and thus
were totally different from the concept of relative navigation
integrity monitoring here. Integrity monitoring of carrier-

based relative navigation systems was investigated in Ref.22

and Ref.23, but the challenges in urban canyons were
neglected.

In this paper, a highly reliable relative navigation system
employing double differenced pseudoranges is developed to
support multi-UAV formation flight in urban canyons. An
integrity monitoring framework is included in this system to

assure operation safety. In particular, a Fault Detection and
Exclusion (FDE) scheme is designed to cope with abnormal
observations, and the relative protection level is derived to

indicate the minimum safety distance between the vehicles
and to warn collision dangers in real time.

The rest of this paper is organized as follows. Section 2

describes the relative navigation algorithm, accompanied by
the associated error models and failure modes. Section 3 pro-
poses an integrity monitoring framework for the navigation

system. Then Section 4 focuses on evaluating and validating
the proposed algorithms with simulations and flight experi-
ments. Finally, Section 5 draws the conclusions.
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2. Relative navigation algorithm description

2.1. Relative positioning based on double differenced
pseudoranges

Because carrier-phase measurements may encounter frequent

cycle slips in urban dynamic applications, the carrier-based rel-
ative positioning system is not an acceptable approach to real-
ize multi-UAV relative navigation. In response, double

differenced pseudoranges are employed to provide the accu-
rate, continuous and reliable relative navigation information
for multi-UAV systems.

Raw pseudorange measurements are always corrupted by a

variety of errors. The most significant error sources include:
satellite ephemeris and clock errors, ionosphere and tropo-
sphere errors, and receiver-dependent errors (i.e., clock offset,

signal multipath and receiver noise). Fortunately, two receivers
separated by a distance, called a baseline, generate similar sets
of measurements which have most of the error components in

common. As shown in Fig. 1, receiver-independent errors are
eliminated by linearly combining the matched measurements
from two receivers. This combination is referred to as a Single
Difference (SD). To eliminate the receiver clock error compo-

nent in SD, a Double Difference (DD) observation is formed
by differencing two SD observations, which realizes the ulti-
mate cancellation of most error sources except multipath and

receiver noise.24,25

Then we provide a brief description of the relative positioning
algorithm which estimates the baseline with the DD observa-

tions. First, the DD observation is formed using two individual
receivers (e.g., r and b) and two satellites (e.g., j and k):

q
jk
rb,q ĵð Þ ¼ qj

r � q
j
b

� �� qk
r � qk

b

� � ð1Þ
where satellite k is chosen as the reference satellite which is
usually the one with the highest elevation angle, and super-

script ĵ
� �

denotes the new sequence number of the visible satel-

lites after removing the reference satellite from the original
sequence. To clarify the relationship between the DD observa-

tion and the state (i.e., the baseline vector x), the observation

q ĵð Þ is divided into the baseline component and the error com-

ponent as follows:

q ĵð Þ ¼ 1
ĵð Þ

b xþ e ĵð Þ ð2Þ

where the vector 1
ĵð Þ

b ¼ 1jb � 1kb denotes the difference of the

normalized line-of-sight vectors to satellites j and k, and e ĵð Þ
is the noise term in the DD observation.
Fig. 1 Formation of GNSS single difference observations (SV=

Satellite).
Given that one satellite should be chosen as the reference
satellite, N satellites which are visible to both receivers are
expected to form N� 1 DD observations. Then the transfigu-

ration and extension of Eq. (2) to N� 1 DD observations are
shown as
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ð3Þ
Since determining the unknown baseline vector x is at the

heart of the matter, Eq. (3) will serve as the basis for further
derivation. Similar to Single Point Positioning (SPP), the base-
line vector can be estimated through a Weighted Least-Squares

(WLS) method. At each iteration, the update for Dx̂ is given by

Dx̂ ¼ ATWA
� ��1

ATWDqrb ð4Þ
where Dqrb is the vector of DD observations minus the
expected DD values based on matrix A and the baseline solu-

tion given by the previous iteration. When the baseline solu-
tion has converged, the last Dqrb is defined as the residual
vector yrb. In this equation, observations are weighted by the

diagonal weighting matrix W. The weight for an observation
depends on the associated error variance, which will be further
illustrated in Section 2.2.

Finally, we intend to extend the relative positioning algo-
rithm presented above so that it can employ dual-frequency
observations from multiple constellations. The DFMC GNSS
service is highly conducive to improving the relative navigation

performance in that it will significantly optimize the satellite
visibility as well as increase the redundancy. Moreover, the
rapid development of receivers and antennas makes it conve-

nient to exploit the DFMC GNSS service with low-cost and
lightweight hardware. To utilize the measurements provided
by DFMC GNSS, special attentions should be paid to the fol-

lowing technical aspects. First, for each constellation in use, we
should select a satellite within it, usually the highest-elevation
one, as the reference satellite. Second, to improve navigation

accuracy, the uncombined approach where the individual sig-
nal of each frequency is treated as independent observation
is preferred to the combined method, e.g., an ionosphere-free
combination, because such a combination will greatly enlarge

the error variance.

2.2. Error models

As illustrated in Section 2.1, most of the error sources in pseu-
doranges are eliminated by the DD processing technique, and
multipath and receiver noise dominate the DD observation

error budget. Properly characterizing measurement errors is
essential to realize integrity monitoring in urban environments.
This section aims at presenting the error model that character-
izes the error distribution of DD observations in nominal con-

ditions. Large errors caused by NLOS reception and heavy
multipath interference are regarded as faults and excluded
from this model. Specifically, to accommodate integrity-

related applications, conservative models are used to bound
the errors with large magnitude and low probability. Further-



Fig. 2 Illustration of the causes of faults in GNSS measurements
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more, in order to cover various scenarios, we provide two dif-
ferent models for code-only measurements and carrier-
smoothed code measurements, respectively.

Stable carrier-phase observations are available in some sit-
uations where high-end receivers are used or the signal quality
is favorable (e.g., in open-sky environments). In these situa-

tions, the multipath and receiver noise in the SD measurement

corresponding to satellite j (SDj ¼ qj
r � q

j
b) can be modeled

as15

rj
MP ¼

ffiffiffi
2

p
� 0:13ðmÞ þ 0:53ðmÞexpð Þ �hj=10

�� � ð5Þ

rj
RN ¼

ffiffiffi
2

p
� 0:15ðmÞ þ 0:43ðmÞexp �hj=6:9

�� �� � ð6Þ
where rj

MP and rj
RN are the standard deviations in meters of

multipath and receiver noise, respectively; hj is the elevation

angle in degrees. Note that, this represents an overbound of
the errors after carrier smoothing. The models above are
provided by Radio Technical Commission for Aeronautics

(RTCA) for the Airborne Accuracy Designator – Model A
(AAD-A),15 and are widely used for modelling the multipath
and receiver noise in relatively ideal signal conditions.
Therefore, it is justified that these models can be used to

roughly describe the error distribution in the abovemen-
tioned situations, while a more accurate model for urban
multi-UAV applications will be investigated in future

research.
In contrast, unsmoothed pseudoranges will be employed for

relative navigation in GNSS-challenging environments due to

the limited availability of stable carrier-phase measurements.
This situation usually arises when low-cost receivers are uti-
lized in urban dynamic applications. In this situation, the nom-

inal error models for the multipath and receiver noise in the
SD observation are given by10

rj
MP ¼

ffiffiffi
2

p
� 0:5ðmÞ ð7Þ

rj
RN ¼

ffiffiffi
2

p
� 0:3ðmÞ ð8Þ

These models represent the overbounding results consider-
ing various receiver configurations and signal modulations

with the following constraints: (A) the elevation angle is
greater than 10�; (B) the signal-to-noise ratio (C/N0) is higher
than 35 dB-Hz.

Then the SD measurement error diagonal covariance
matrix CSD can be determined by combining the effects of mul-
tipath and receiver noise as follows:

CSD j; jð Þ ¼ rj
MP

� �2 þ rj
RN

� �2
; j ¼ 1; 2; . . .N ð9Þ

Based on Eq. (1), we compute the DD measurement error
covariance matrix CDD as

CDD ¼ BCSDB
T ð10Þ

where B denotes the (N� 1)-by-N transformation matrix from

SD to DD, which is given by

B ¼

1 0 0 �1 0 0 0

0 1 0 �1 0 0 0

0 0 . .
. ..

.
0 0 0

0 0 0 �1 . .
.

1 0

0 0 0 �1 0 0 1

2
66666664

3
77777775

ð11Þ
where all the entries in the kth column (corresponding to the

reference satellite) are equal to �1.
Afterwards, the weighting matrix W is determined based on

the covariance matrix CDD. In this paper, the weight of the ĵth
DD measurement is equal to the reciprocal of the associated

variance, as shown in the following equation:

W ĵ; ĵ
� � ¼ CDD ĵ; ĵ

� �� ��1
; ĵ ¼ 1; 2; . . . ;N� 1 ð12Þ
2.3. Fault sources, characteristics, and fault grouping

Contrary to absolute positioning systems where the majority
of faults are attributed to the space segment,26 relative naviga-

tion systems are mainly subject to faults resulting from the
receivers. Though the vehicles usually fly at high altitudes in
most multi-UAV applications,1 they may occasionally encoun-
ter tall buildings which might interfere their GNSS receivers.

As shown in Fig. 2, the large measurement errors caused by
NLOS reception and heavy multipath interference are
regarded as faults due to their potential to result in enormous

navigation errors. In urban canyons, multipath and NLOS
could induce the pseudorange error ranging from several
meters to hundreds of meters, which seriously threaten the

safety of multi-UAV formation flight.
Because the fault events are mainly provoked by flat surface

reflectors presenting in the urban environment, their occur-

rence may be spatially dependent. For detailed illustration,
Fig. 3 shows the signal condition in a scenario where a drone
is surrounded by buildings. The buildings can not only block
some direct signals but also generate reflected signals. The

reflection may seriously interfere multiple signals from similar
directions and lead to the faults in the associated pseudor-
anges. Therefore, the fault-independent assumption made in

aviation domain is not true in this case, and the occurrence
of multiple faults may be relatively frequent.

To accommodate the spatial dependence in the faults, we

present a new preprocessing strategy, called fault grouping,
whose basic idea is to divide the low-elevation satellites into
several non-overlapping groups. Through employing skyplot,
a preliminary grouping process is implemented with the fol-

lowing criteria: (A) the neighboring satellites should be sepa-
rated into two segments if their azimuths differ by more than
45�; (B) the segments whose width (i.e., the maximum azimuth

difference) exceeds 60� always need to be divided again. Fig. 4
under urban circumstances.



Fig. 3 Illustration of satellite signal condition in urban canyon.
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presents an example of grouping results. After fault grouping,

it is justified that the faults affect each group independently. In
the integrity monitoring framework below, the probability of
independent group failures is termed as group fault
probability.

3. Integrity monitoring of relative navigation systems

3.1. Definition of relative protection level

Protection Level (PL) is an important parameter of the integ-

rity concept, which is originally introduced for evaluating the
performance of absolute navigation systems in aviation appli-
cations. The PL is a statistical error bound computed so as to

guarantee that the probability of the absolute position error
exceeding the said number is lower than or equal to the target
integrity risk.11 Another important parameter is Alert Limit

(AL) which represents the largest position error allowable
for safe operations. In aviation domain, the navigation system
is declared unavailable when the PL exceeds the corresponding
AL in the vertical direction or in the horizontal plane.

In this paper, we leverage the PL and AL concepts to the
relative navigation context. For a relative positioning problem,
a hazardous event occurs when the relative navigation error

exceeds the estimated baseline x̂ along the direction of x̂. This
is because the actual distance may be very short in this case.
Fig. 4 Grouping result for the satellites with elevation angles

below 45� (each color represents a group).
Therefore, Relative AL (RAL) is defined as the estimated dis-

tance between two user receivers. Similar to PL in absolute
positioning, Relative PL (RPL) is a probabilistic upper bound
on the relative positioning error along the estimated baseline
vector direction. Fig. 5 presents a graphical illustration of

the definitions above using a two-dimensional collision avoid-
ance example. In the figure, the estimated baseline is expressed
in a local ENU frame with UAV A as the origin. RPL is pre-

sented as half the length of a segment in the estimated baseline
direction, and the segment, centered at the estimated baseline
(i.e., the estimated position of B relative to A), describes the

one-dimensional region assured to contain the true baseline
component in this direction. The RPL is computed so as to
guarantee that the probability of the true baseline component
being outside the region is equal to the target integrity risk.

The operation is declared to be safe when RPL is smaller than
RAL (the left case in Fig. 5). Conversely, the right case in
Fig. 3 corresponds to a dangerous situation.

From another perspective, the RPL also indicates the min-
imum required safety distance between UAVs in a given direc-
tion. Specifically, it is dangerous for UAVs to maintain a

shorter distance than the corresponding RPL in a specific
direction because the relative navigation output is not reliable
enough to provide the collision avoidance service in this situa-

tion. Furthermore, the safety envelope of a UAV, describing
the safety distances in all directions, can be obtained by com-
puting the RPLs for each direction. The envelope provides a
no-entry space of a UAV, and any UAV intruding into this

space will lead to a considerable risk of collision.
Fig. 5 A graphical illustration of RAL and RPL using a two-

dimensional collision avoidance example.
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3.2. Fault detection based on multiple hypotheses solution
separation

FD is an essential technique included in the integrity monitor-
ing framework to ensure navigation integrity by exploiting

redundant range measurements. The Multiple Hypothesis
Solution Separation (MHSS) approach, a widely implemented
RAIM/ARAIM method for FD,15 is also employed in this
paper to realize the integrity monitoring of relative navigation

systems. MHSS offers several obvious advantages: First, it
admits and copes with multiple simultaneous faults; second,
it provides a straightforward proof of safety and a direct

way to calculate the protection levels.27 Based on MHSS, the
procedures of the proposed FD method are illustrated as
follows.

First, we determine the subsets that need to be monitored,
each of which corresponds to a fault mode. Based on the prior
probabilities of independent fault events, we establish a list of

monitored fault modes and calculate the associated maximum
number Nf;max of simultaneous faults by leveraging the

approaches given in the ARAIM algorithms.15,28 At the same

time, we compute the fault probability p
ið Þ
fault of each subset and

the probability of unmonitored modes PNM. It is important to
note that each group is regarded as an individual ‘‘satellite” in
this process.

Particular attention should be paid to the fault affecting the
reference satellite. In this paper, the fault occurring in the ref-
erence satellite is termed as constellation fault because it can

impact all the DD observations within the associated constel-
lation. Therefore, reference satellites usually have high eleva-
tion angles so as to guarantee low probability of
constellation fault. Additionally, it should be mentioned that

the groups do not belong to any constellation, but the satellites
in them are independently affected by the corresponding con-
stellation fault.

Based on the solution separation method, a fault detector
involving all monitored fault modes is described in detail as
follows.15 For subset i, we firstly compute the diagonal weight-

ing matrix:

W ið Þ ĵ; ĵ
� � ¼ W ið Þ ĵ; ĵ

� �
if measurement ĵ is assumed healthy

0 otherwise

(

ð13Þ
In the solution separation test, the statistic for subset i is

calculated based on the difference Dx̂ ið Þ between the fault-

tolerant solution x̂ ið Þ and the all-in-view solution x̂ 0ð Þ. The base-
line solution tolerant to fault mode i is obtained by applying
the corresponding WLS method to the residuals yrb:

Dx̂ ið Þ ¼ x̂ ið Þ � x̂ 0ð Þ ¼ S ið Þ � S 0ð Þ� �
yrb ð14Þ

where the coefficient matrix S ið Þ is given by

S ið Þ ¼ ATW ið ÞA
� ��1

ATW ið Þ ð15Þ
Let e denotes the unit vector which takes the direction where
collision may presumably occur. In practice, to realize real-

time collision avoidance between two UAVs, this vector is sup-

posed to be in the same direction as the estimated baseline x̂ 0ð Þ.
On the other hand, it could also be in the direction of interest
when we intend to evaluate the relative navigation perfor-
mance or determine the minimum safety distance in this direc-

tion. The test static d ið Þ and its variance r ið Þ2
ss are determined as

follows:

d ið Þ ¼ eTDx̂ ið Þ ð16Þ

r ið Þ2
ss ¼ eT S ið Þ � S 0ð Þ� �

CDD S ið Þ � S 0ð Þ� �T
e ð17Þ

Besides, the variance of the projected estimation error in

the direction of e is given as

r ið Þ2 ¼ cov eTx̂ ið Þ; eTx̂ ið Þ� � ¼ eTS ið ÞCDDS
ið ÞTe ð18Þ

For each subset, there is only one solution separation test,
and the corresponding threshold is defined by

T ið Þ ¼ Kfar
ið Þ
ss ð19Þ

where

Kfa ¼ Q�1 PFA

2Ns

� �
ð20Þ

where Q�1 pð Þ is the ð1� pÞ quantile of a zero-mean unit-
variance Gaussian distribution; PFA is the false alarm proba-
bility which represents the continuity budget allocated to dis-

ruptions because of false alert; Ns denotes the number of
monitored subsets. The protection level can be computed only
for all i and thus we have the following:

s ið Þ ¼ d ið Þ�� ��
T ið Þ 6 1 ð21Þ

If any of the tests fails, the fault detector will issue an alarm

and exclusion must be attempted.

3.3. Fault exclusion scheme design

Fig. 6 presents the flowchart of the proposed fault detection
and exclusion scheme. As seen, the role of fault exclusion is
to identify and exclude the faulted measurement(s) when an
alert is raised by the fault detector. Following the procedures

shown in this figure, the detailed process of fault exclusion is
illustrated as follows.

To find a consistent (i.e., no fault alert) subset, the algo-

rithm may have to exclude a set of satellites of size Nex. For
each possible value of Nex, from 1 to Nf;max, the best candidate

subset for exclusion, i.e., the one most likely to be consistent, is
determined as15

iNex
¼ argmin

i

fv2 ið ÞjN ið Þ
f ¼ Nexg ð22Þ

v2 ið Þ ¼ yTrb W ið Þ �W ið ÞA ATW ið ÞA
� ��1

ATW ið Þ
� 	

yrb ð23Þ

where N
ið Þ
f denotes the number of the satellites assumed faulted

in fault mode i. Note that, each group is regarded as one

‘‘satellite” when calculating N
ið Þ
f and Nex. Then the consistency

check should be performed to test the candidate subset iNex
as

follows. Let us exclude the satellites assumed faulted in fault
mode iNex

and define the rest satellites as the new all-in-view

set. Then we test the new set following the same process as
the fault detection. If the consistency-check test passes, the

new set is deemed to be consistent. The search for the best can-
didate for exclusion starts from Nex ¼ 1 and stops when a con-
sistent set has been found. The FE procedure is declared failed



Fig. 6 Flowchart of the proposed fault detection and exclusion scheme.

Table 1 List of input parameters.

Name Description Value

(preliminary)

Psat Prior probability of fault in each satellite

(except reference satellites)

{10�3, 10�4}

Pgroup Prior probability of fault in each group {10�2, 10�3}

Pref Prior probability of fault in each reference

satellite

10�6

PHMI Total integrity budget 10�7

PTHRES Threshold for the integrity risk coming

from unmonitored faults

9 � 10�8

PFA Continuity budget allocated to

disruptions because of false alert

4 � 10�6
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if all the candidate subsets for every possible value of Nex are

found to be inconsistent, and the navigation system will
encounter a loss of continuity in this case.

3.4. Quantifying navigation performance in terms of integrity
and accuracy

To quantify relative navigation performance in terms of integ-

rity and accuracy, the RPL and the accuracy should be deter-
mined. First, we provide an approach to determine the RPL
that can satisfy specific integrity requirements. For the given
target integrity risk, i.e., Probability of Hazardously Mislead-

ing Information (PHMI), the mathematical definition of the
RPL is described as

PHMI ¼ P Errorj j > RPL;
T

is
ið Þ 6 1


 � ð24Þ
The MHSS method provides a straightforward way to com-

pute the RPL by solving the following equation:

PHMI � PNM ¼ 2Q
RPL

r 0ð Þ

� �
þ
X
i

p
ið Þ
faultQ

RPL� T ið Þ

r ið Þ

� �
ð25Þ

where the term in the left-hand side denotes the integrity risk
allocated to the monitored fault modes, and each term in the

right-hand side is an upper bound of the contribution of a fault
mode (including the fault-free mode, i.e., the first term) to the
total integrity risk. A detailed derivation of this equation and

an effective method to solve it can be found in the ARAIM
baseline algorithm description.15

Accuracy is a parameter which describes the error distribu-
tion under nominal (i.e., fault-free) conditions. In this paper, it

is employed to quantify the difference between the actual for-
mation geometry and the desired one induced by navigation
uncertainty. The accuracy can be represented by the standard

deviation of the relative navigation error. According to Eq.
(18), the accuracy in the direction of e is given by

racc ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
eTS 0ð ÞCDDS

0ð ÞTe
q

ð26Þ
4. Experiments and results

4.1. Simulations for performance evaluation and sensitivity
analysis

To conduct worldwide navigation performance evaluation, we

build a simulation platform through modifying the MAAST
software which is a publicly available GNSS toolset for integ-
rity algorithm simulation and performance evaluation.29,30 In

the simulations, users are simulated on a 10-by-10-degree grid
in the world map, for a period of 10 sidereal days with a time
step of 1 hour. Table 1 gives the input parameters of the integ-
rity monitoring algorithm. Though these values stem from avi-

ation domain,15 they can also be employed here to represent
typical integrity and continuity requirements of integrity-
related applications. Table 2 shows the setting of 9 simulated

scenarios which are meant to represent various receiver config-
urations and different operational environments. Note that, in
Table 2, an urban environment represents the scenario where

the vehicles fly at a low altitude relative to the local buildings.
It is important to note that integrity risk and false alert

probability should be entirely assigned to the direction of inter-



Table 2 Simulation configurations in various scenarios.

No. Constellations Frequency Mask angle (�) Carrier

smoothing

Fault probability Grouping Environment

1 G+ C Single 15 NO Psat ¼ 10�4; h P 45
�

(the same below)

Psat ¼ 10�4; h < 45
�

NO Non-urban

2 G+ C Dual 15 YES NO

3 G+ C+ R+ E Dual 15 YES NO

4 G+ C+ R+ E Dual 15 NO NO

5 G+ C+ R+ E Dual 30 NO Psat ¼ 10�3; h < 45
�

(the same below)

NO Urban

6 G+ C+ R+ E Dual 15 NO NO

7 G+ C+ R+ E Dual 15 NO Pgroup ¼ 10�3 For h < 45
�

8 G+ C+ R+ E Dual 15 NO Pgroup ¼ 10�2 For h < 45
�

9 G+ C+ R+ E Dual 15 NO Pgroup ¼ 10�3 For h < 30
�

Note: G-GPS; C-Beidou; R-GLONASS; E-Galileo; h-elevation angle.
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est, rather than allocated to the vertical direction and the hor-
izontal plane. To reveal performance variation with directions,

we compute the eastward, northward, and upward relative
protection levels (EPL, NPL, and UPL), respectively. The
accuracy is also calculated and here it refers to the standard

deviation of 3D relative position errors. As these indicators
are time-varying due to satellite motion, we quantify the per-
formance by four statistical indices (for EPL, NPL, UPL

and accuracy, respectively) of 99.5% availability for each user.
The index of 99.5% availability means that the actual values
are lower than the said number during 99.5% of the time.
The results and discussion are presented in detail as follows.

We firstly analyze the sensitivity of relative navigation per-
formance to receiver configurations by comparing Case 1 with
Case 3. In the two cases, we simulate a low-cost receiver and a

high-end one, respectively. Figs. 7, 8 and 9 reveal the signifi-
cant performance improvement in terms of both RPL and
accuracy offered by the high-end receiver. Therefore, it is evi-

dent that the performance heavily depends on receiver
configurations.

In addition, we investigate the effect of environmental con-
ditions on the performance by simulating a middle urban sce-

nario. Taking Case 5 as an example, the results shown in
Figs. 9 and 10 suggest that compared to Case 3, the navigation
system encounters serious performance degradation in this

case. This proves that environmental conditions also exert a
profound impact on the performance.

Figs. 11 and 12 provide a direct view of the comparison

among all the cases in order to quantify the impacts of various
factors on the performance. To measure the overall perfor-
mance, the results are presented in the form of Cumulative

Distribution Function (CDF). CDF specifies the normalized
frequency that a variable X takes a value less than or equal
to a given value x. According to the comparison, we can draw
the following conclusions:

(1) A noticeable performance improvement can be achieved
by smoothing pseudoranges with carriers, although it

may come at the cost of expensive hardware or instable
navigation output in urban environments;

(2) The performance can also be greatly improved by utiliz-

ing dual-frequency signals (Case 1 vs Case 2) and
exploiting more constellations (Case 2 vs Case 3), which
illustrates the importanceof employing DFMC receivers;
(3) Compared to non-urban scenarios, the overall perfor-
mance could be dramatically degraded in urban environ-
ments. This is because, for one thing, the measurement
accuracy decreases due to employing unsmoothed pseu-

doranges (Case 3 vs Case 4), and the number of satellites
in view also reduces (Case 4 vs Case 5). For another, set-
ting a high fault probability (Case 4 vs Case 6) for the

low-elevation satellites and/or grouping them (Case 4
vs Cases 7–9) are/is expected to make the integrity mon-
itoring algorithm well suited for urban applications, but

meanwhile this will lead to obvious degradation in nav-
igation performance. The results also suggest that both
the group fault probability (Case 7 vs Case 8) and the

grouping criterion (Case 7 vs Case 9) exert obvious
impacts on the RPLs.

4.2. Flight test and experimental results

The objective of flight experiments is to validate the proposed
integrity monitoring framework with real data. For this pur-

pose, a multi-UAV test platform is set up based on two assem-
bled quadcopters. As shown in Fig. 13, each UAV is equipped
with several devices used for data collection. A lightweight

DFMC GNSS receiver, ublox F9P, is utilized to output raw
GNSS measurements including pseudoranges and carriers.
The data are recorded and stored via RTKLIB, an open-
source GNSS software,31 on the on-board computer (i.e.,

Raspberry Pi 3B+). The network RTK subscription service,
i.e., FindCM provided by Qianxun SI,32 is exploited to com-
pute the reference position solutions of the UAVs. Besides, a

MATLAB-based software is developed to post-process the
data collected during the flight.

The flight experiment was carried out in the campus where

many satellite signals were available and favorable GNSS posi-
tioning performance was achieved. In this experiment, the
UAVs were set to autonomous flight mode to track the pre-

set flight paths that last about 2 minutes. The true trajectories
of the vehicles, visualized by Google Earth, are shown in
Fig. 14. Specifically, for safety concerns, the two vehicles flied
in opposite directions (red: clockwise; green: counterclockwise)

at different heights above the ground (red: 20 m; green: 8 m).
Firstly, we conducted data preprocessing as follows. The

receiver elevation mask angle was set to 15 degrees, and the



Fig. 7 Relative protection level world map for Case 1.

Fig. 8 Relative protection level world map for Case 3.

Fig. 9 Three-dimensional accuracy world map for three cases.

Fig. 10 Relative protection level world map for Case 5.
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Fig. 11 A comprehensive comparison of relative protection levels among all the cases.

Fig. 12 A comprehensive comparison of accuracy among all the cases.

Fig. 13 Experimental UAV system featuring a GNSS receiver, antenna and Raspberry Pi.
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observations with C/N0 below 35 dB-Hz were manually
removed. In addition, we performed data quality check with
the open-source BNC software33 to analyze the carrier stabil-

ity. Fig. 15 presents the skyplot of the satellites used in the fol-
lowing analyses. The number of visible satellites is 14, which
can well represent the data redundancy in a middle urban sce-

nario.17 For each constellation, the satellite with the highest
Fig. 14 Flight trajectories of the UAVs.

Fig. 15 Skyplot of the satellites in use (blue: GPS; red: Beidou;

star: reference satellites). (For interpretation of the references to

colour in this figure legend, the reader is referred to the web

version of this article.)

Fig. 16 Accuracy comparison between two relative n
elevation was chosen as the reference satellite, i.e., G25 for
GPS and C06 for Beidou. Beidou GEO satellites were absent
here because they were not supported by ublox F9P.

Using the collected data, we compare the relative naviga-
tion accuracy between the pseudorange DD method and the
position difference approach. The relative positioning errors

are reported with respect to the reference trajectories deter-
mined by the RTK technique. To perform a fair comparison,
we exclude some satellites (i.e., G14, G20, G24, C23, and

C24) which are either with only single-frequency observations
or with unstable carriers. Fig. 16 compares the relative naviga-
tion accuracy of the two methods in the form of Root Mean
Square (RMS) and STandard Deviation (STD). In this figure,

DD means pseudorange DD and SPP denotes position differ-
ence. As seen, the pseudorange DD method achieves superior
performance to the position difference approach. The results

also suggest that carrier smoothing is an effective approach
to improve navigation accuracy when there are stable and con-
tinuous carrier-phase observations.

To represent a typical urban scenario, we employ the
unsmoothed pseudoranges in the following analyses. We apply
fault grouping to the satellites with elevation angles below 45

degrees, and G12, G24 and C24 form a group (labelled as
Group1). Then the performance of the FDE scheme is vali-
dated under both single-fault and multi-fault scenarios. The
two scenarios are simulated by manually injecting 10-meter

faults to satellite G20 and to both G20 and Group 1, respec-
tively. Fig. 17 presents the relative positioning errors of the
avigation methods in the form of RMS and STD.

Fig. 17 Relative positioning errors in multi-fault scenario.



Fig. 18 Results of fault detection and fault exclusion in a single-fault scenario.

Fig. 19 Results of fault detection and fault exclusion in a multi-fault scenario.

Fig. 20 Relative Protection Level (RPL) and the ssociated Alert

Limit (AL) in flight experiment.
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DD method under the multi-fault scenario. As seen, the faults

lead to unreliable baseline estimates, and they may increase the
collision danger consequently.

Fig. 18 gives the results of FD and FE under the single-fault

condition. The threshold in FD is time-varying because of the
variation in the direction of the estimated baseline. Fig. 18(a)
indicates the effectiveness of the fault detector under a

single-fault scenario. Additionally, Fig. 18(b) shows the statis-
tics for every single-fault exclusion candidate, among which
excluding G20 corresponds to the smallest one. According to
the FDE flowchart, G20 will be excluded, which demonstrates

the feasibility of the FE method. Similarly, Fig. 19 presents the
results under the multi-fault scenario. In this case, because no
consistent subset can be found by excluding a satellite or a

group, the FE algorithm attempts to exclude multiple satel-
lites. Fig. 19(b) suggests that it makes the right decision, i.e.,
excluding G20 and Group 1. Therefore, the results prove the

promising performance of the FDE scheme under multi-fault
conditions.

Finally, Fig. 20 provides an example to illustrate how to
warn collision dangers with relative protection levels. In this

figure, we compute the RPL in the estimated baseline direction
under the fault-free condition, adopting the same fault proba-
bility as Case 7 in Table 2. The RPL represents the error bound

of the baseline estimate and the AL is the estimated distance
between two UAVs. Therefore, the vehicles may actually be
perilously close to each other when the estimated distance is

shorter than the RPL. In Fig. 20, the blue shading represents
a safe state while the rest indicates that the vehicles may be
exposed to the danger of collision. Accordingly, to guarantee

the safety of multi-UAV systems, it is highly desired to calcu-
late the RPL for any two potentially conflicting vehicles in real
time.
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5. Conclusions

A high-reliability relative navigation system utilizing double
differenced pseudoranges is developed to reduce collision risk

in multi-UAV systems under urban circumstances, and is eval-
uated in various scenarios by simulations and experiments.
The following conclusions can be drawn from this study:

(1) Employing dual-frequency signals from multiple con-
stellations can significantly improve the relative naviga-
tion performance in terms of both accuracy and

integrity, which indicates that Dual-Frequency Multi-
Constellation (DFMC) GNSS is highly desired in urban
multi-UAV applications.

(2) Environmental conditions also greatly impact the navi-
gation performance through influencing satellite visibil-
ity, measurement accuracy, fault probability and fault

characteristics. As a result, compared to the operation
in open-sky areas, a sparser formation geometry is
required to avoid collision during the flight in urban

environments.
(3) The Relative Protection Level (RPL) is a measure of the

minimum allowable safety distance, and it varies with
the direction of the baseline. The simulation results indi-

cate that in most scenarios with DFMC GNSS receivers,
the RPL values are below 5 meters, 5 meters, and 15
meters in the East, North, and Up directions,

respectively.
(4) Experimental results suggest the superior navigation

performance of the double difference method to simply

differencing two absolute position estimates, and prove
the effectiveness of the proposed fault detection and
exclusion scheme in both single-fault and multi-fault sce-

narios. In addition, the experiments also illustrate how
to warn collision danger with the RPL and the estimated
baseline in real time.

(5) The proposed integrity monitoring framework allows

both offline performance prediction and real-time colli-
sion risk evaluation. The user can predict the achievable
relative navigation performance as long as the formation

geometry, flight trajectory and receiver configuration are
specified. This is beneficial to the design and application
of multi-UAV systems. This framework also helps

assure operation safety during the flight through coping
with faulted measurements and evaluating the risk of
collision in real time.
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